Why Active Directory

By Tim Seymour, USAMISSA

The MEDCOM, in concert with the Army, has been planning the deployment of Microsoft’s Active Directory (AD) since 2000 as a strategic initiative for establishing a “One Army” Enterprise. A central component of the Windows platform, Active Directory provides the means to manage the identities and relationships that make up network environments. As a major Army initiative, AD sets the stage for attaining both Army and MEDCOM goals that, by design, include:

· One Army Enterprise Model

· Server Consolidation / Server Reduction

· Enhanced Security and Increased Visibility of Enterprise Assets

· Lower Total Cost of Ownership (TCO)

· Site Consolidation

· Centralized Remote Management

· Foundation for Future Enterprise Projects (i.e. Public Key Infrastructure (PKI)), Enterprise Management)

· Migration from NT4.0 (not supported after 2004)

On the Enterprise level, these goals present a substantial business case (or advantage) for the Enterprise as a whole. Combined with the collective benefit for the Enterprise, there are also individual benefits for the end-users. The purpose, here, is to communicate some advantages the new architecture will present for the individual as well. In brief, these include: 

· With Active Directory, people who move frequently within the MEDCOM Enterprise will be able to “take their account with them.” You will no longer need to have a new network and e-mail account created for you when you PCS to your new location and will not have to change your password for that matter. It can be “moved” instead of “archived, deleted, and recreated.” With use of the CAC, you’ll have one “lifetime” e-mail address as well.

· When you are TDY, you will be able to “Logon” to a workstation at a remote location more easily – almost like having a kiosk, or alternate place, to check e-mail and access network resources. In the future, there will be less – “you’re a member of another domain and can’t logon here” as everyone will be on the same domain! Even something as simple as printing to a network printer or accessing a network drive at another Army location will be easier to accomplish.

· You will be able to find network resources more easily. For example, from the Start button you can “find all the color printers near me” or “show me people located at this facility.” Active Directory provides a central location to find people or resources more easily.

· Today, you can access someone else’s calendar or e-mail because Exchange is a central enterprise asset that people from disparate domains can access. With Active Directory and “single logon,” we’ll now have the ability to design and create more emerging collaborative platforms that everyone can access since the domain model is simplified. Collaboration with non-AMEDD organizations will also be possible. With platforms like Exchange 2003 and SharePoint 2003, group calendaring and group tasking become viable capabilities. Coupled with the newer versions of Office, things like a centralized medical dictionary that works in Microsoft Office also become viable solutions! Again, the foundation for sharing information is set more easily.

· A more consistent experience across the AMEDD! Having a single domain means that your experience with network security policies will be the same wherever you’re assigned. These same policies will help protect individuals by helping us ensure HIPAA compliance in our daily interaction with digital assets. It will, ultimately, make working with PKI initiatives easier.

· A common Global Address List! As the Active Directory project matures, you’ll find you have an increased ability to locate other users across the entire Army workforce including even non-medical commands!

As we move forward, some of these advantages will not be realized the first time you “login to AMED.” In fact you’ll find that, by design, your first experience represents, visibly speaking, “no change.” You should have the same desktop, [in most cases] the same username, the same password, and be able to access all the same familiar network resources. However, in the very near future, you’ll begin seeing these advantages come to fruition as we mature as an Enterprise with Active Directory. Much of the effort, thus far, has been geared toward making this transition as transparent to the individual as possible. With Active Directory, we will benefit from further reductions in cost while increasing our efficiency in which we share and manage the various elements of the enterprise. In the end, our environment will be more capable, reliable, consistent and secure!

For more information on Active Directory, contact Terry Gregurvich at 210-637-2374, or e-mail at Terry.Gregurvich@amedd.army.mil.
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