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MAJ.  Hieu T. Tran

Force Integration Branch Chief

Program Executive Office Standard Army Management Information Systems

Chief Information Officer

ATTN:  SFAE-PS

9350 Hall Road, Suite 142

Fort Belvoir, VA 22060-5526

Subject:
Alternative DNS Service Providers

Reference:
Section 1.1.7, USASC/MITRE Project Work Statement (PWS) for Project A340 FORSCOM/USASC Systems Engineering Support, 1 October 2000

Dear MAJ. Tran:

As a part of MITRE’s support to Program Executive Office Standard Army Management Information Systems (PEO STAMIS) MITRE reviewed several program deliverables.  MITRE has determined three Army programs should be considered when considering providing Domain Name Service (DNS) and Dynamic Host Configuration Protocol (DHCP) services to PEO STAMIS unclassified users.  The US Army Signal Command (USASC) Protected DNS System centrally provides sustaining base DNS and DHCP services. Program Officer Combat Service Support Information Systems Interface (CAISI) previously fielded a DNS system and provides PEO STAMIS user an interim network connectivity solution in deployed locations.  Program Manager Warfighter Information Network (Tactical) (PM WIN(T)) is developing the Transportable Assemblage – Perimeter Protection (TA-PP) to provide a perimeter defense for Army tactical networks.

MITRE recommends using PO CAISI as the initial program to field integrated DNS and DHCP services for deployable units.  PO CAISI and staff have the most extensive experience supporting the deployable unclassified user community and have previously fielded a DNS capability.  Their experience will be critical to the success of any effort to field a enhanced DNS and DHCP capability to support the deployable unclassified users.  MITRE will conduct additional research before making a recommendation on the actual implementation of the DNS and DHCP services within the CAISI system.

MITRE recommends using the Protected DNS System to make publicly accessible DNS data available.  However, MITRE does not recommend using the Protected DNS System to manage and maintain public DNS data.  Multiple tactical units frequently operate on closed networks.  DNS administrators on these closed networks would be unable to make changes to their data while operating on the closed networks, if their DNS data were maintained only in the Protected DNS System.  MITRE recommends using zone transfers to provide the Protected DNS with the required DNS data.

MITRE recommends USASC, PM WIN (T) and the US Army Signal Center begin a long term dialog to define the Army’s intentions for integration of the TA-PP into the Army’s existing unclassified network architectures.  

If you have any questions, please feel free to call Thomas L. Stuckey III at (520) 538-6985 or the undersigned at (520) 538-2432.

Sincerely,

Eric G. Krebs

Associate Department Head

TLS/ts

Enclosure

cc:
H. Bezwada, SFAE-PS

P. Johnson, SFAE-PS

G. Seitz, SFAE-PS

S.  Simpson, W118

A. Snyder, W118

The MITRE Corporation

P.O. Box 12925

Ft. Huachuca, AZ 85670-2625
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