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1 Introduction 

Directory services functionality includes user authentication and user property lookup for properties such as e-mail address, first and last name, and SSN. The Army is migrating to a centralized Enterprise Directory to support single point of entry for all users and all applications. By leveraging this existing AKO Army Enterprise Directory, applications will not duplicate the effort of registering, validating, and maintaining user ids and passwords, and the end users will benefit from having a single user id and password that works at all applications across the Army enterprise.

The AKO Directory provides Enterprise Directory Services for Army web applications. Directory services include user authentication, currently via userid and password, and user property lookup for unrestricted properties such as e-mail address, first and last name. The AKO Directory also provides secured access for lookup of restricted user properties such as SSN.

Authentication is negotiated between the client and the application server, with referrals to the Directory Services server to validate the user’s credentials. The session is maintained by the application server and the client – the Directory server is not “in the loop”. Additional Directory Services requests can be made by the application server to obtain user properties from the Directory Server.
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Directory Structure and Content

1.1 Directory location

The Production AKO Directory Server can be found at:

directory.us.army.mil

1.2 Directory Tree
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The form of the fully distinguished name of a user is:

CN=first.last, OU=People, OU=Army, OU=DoD, O=U.S. Government, C=US

The form of the fully distinguished name of a group is:

name=group_name, OU=Group, OU=Army, OU=DoD, O=U.S. Government, C=US

Unrestricted Fields - User Properties 

The following lists common user property fields that are available for lookup via anonymous LDAP connections:

	Field name
	comments

	cn
	Common name - cn is used in authenticating users and in building the fully qualified distinguished name (DN)

	uid
	UserID (populated with the same content as cn)

	
	

	
	

	mail
	AKO email address (first.last@us.army.mil)

	armyExternalMail
	External email address (name@aol.com)

	mailForwardingAddress
	Forwarding email address (if turned on)

	armyUserRank
	User provided rank

	armyRank
	Rank provided by the TAPDB and will be back filled when available

	armyExternalMail
	Duty e-mail address. Not a required field.

	armyOrganizationalUnit
	User provided Organizational Unit, this will change once we get the TAPDB data to back fill this attribute

	armyMOS
	Military Occupation Specialty which will be provided by the TAPDB data (when available)

	armyAccountType
	Active, reserves, guard, civilian, cadet, or guest (= other DOD, other government, foreign liason, Army contractors).

	postalAddress
	Duty Address


Restricted Fields - User Properties

The following list contains common user property fields that are available for lookup only via authenticated LDAP connections to requestors, which have been specifically granted permission to read these restricted fields. Fields with (TAPDB) indicates that the information could be available if the TAPDB database contains that data.

	Field name
	comments

	userPassword
	Hashed – not available as clear text

	armySSN
	Social Security Number (TAPDB)

	armyDOB
	Date of Birth

	armyCOBO
	Country of Birth

	armyIP
	IP of machine user was registered with

	armyBrowser
	Browser user was registered with

	armyLastLogin
	Last time user was logged into the AKO

	homePhone
	Home Phone number of user (TAPDB)

	armyStatus
	Status of user (e.g. active, pending)

	street
	Home street address (TAPDB)

	armyCity
	Home City (TAPDB)

	armyStateOrProvinceName
	Home State (TAPDB)

	postalCode
	Home Postal Code (TAPDB)

	armyCountry
	Home Country (TAPDB)

	creatorsname
	Who created this user

	modifersname
	Who last modified this user

	createtimestamp
	When the user was created

	modifytimestamp
	When the user was last modified

	Notes
	Notes about the user


2 Security

2.1 Secure LDAP

Connection to the AKO Directory Server is available via LDAP (port 398) and secure LDAP (port 636). For traffic outside the AKO enclave, secure LDAP (port 636) will be the only available protocol after 30 April 2001. 

For legacy web application servers that do not support LDAPS, Port 389 may be opened on a case-by-case basis. Contact DISC4/SACC for an exception.

2.2 SASL

Simple Authentication Security Layer (SASL) is an extension where all LDAP transactions between the Application Server and the Directory Server are in the clear, but the password is hashed in authentication requests. Because of the sensitivity of transmitting restricted fields in Directory Services requests, SASL has not been enabled on the AKO Directory Server. Instead, all transactions will be enacted over secure LDAP (Port 636).

2.3 Authenticated access to the AKO Directory Server

Anonymous access to the AKO Directory Server will be disabled after 16 March 2001. After that date, all Application Servers must authenticate at the server-to-server level with the AKO Directory Server in order to process any LDAP transaction, including user authentication. The “default” access for authenticated Application Servers will allow reading of unrestricted fields. Applications can request and be granted access to read restricted fields as required. 

To request a ServerID for an Application Server, contact the AKO Help Desk.

2.4 SSL

The web Application Server will initiate an SSL session upon initial connection with the Client. The Client / Application Server authentication transaction will take plane AFTER the SSL session has been negotiated.

2.5 Firewall configuration

Firewalls should be configured to pass only those ports needed for all users. For specific exceptions, ports should be opened on an IP – to – IP address basis.

LDAP: 
requests FROM the Application Server TO the AKO Directory Server

port 389 (LDAP) open until 30 April 2001
port 636 (secure LDAP) 

Connection to the AKO Directory Server

2.6 Connect Using Netscape Enterprise Server 3.6

The following two steps illustrate the configuration of the Netscape server to the AKO Directory Server.
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Open the Netscape Server Administration page in the Netscape Browser.  Click on “Global Settings” to configure the Directory Server.
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On the Configure Directory Server page, type the IP address for the AKO Directory Server, 140.183.234.19 in the Host Name box.

In the Port box, type 389.  Select ‘No’ for Use Secure Layer (SSL). 

NOTE: in the future, per Army policy, the AKO Directory Server will be using SSL exclusively.  At that time, ‘Yes’ must be selected for SSL, and the Port must be reset to 636.

Base DN must be set to o=U.S. Government,c=US

Click “Save Changes”

That is all that must be done to connect to the AKO Directory Server.

2.7 Connect Using iPlanet Web Server 4.1

The following two steps illustrate the configuration of the Netscape server to the AKO Directory Server.
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Open the Web Server Administration page in the Netscape Browser.  Click on “Global Settings” to configure the Directory Server.
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On the Configure Directory Server page, type the IP address for the AKO Directory Server, 140.183.234.19 in the Host Name box.

In the Port box, type 389.  Select ‘No’ for Use Secure Layer (SSL). 

NOTE: in the future, per Army policy, the AKO Directory Server will be using SSL exclusively.  At that time, ‘Yes’ must be selected for SSL, and the Port must be reset to 636.

Base DN must be set to o=U.S. Government,c=US

Bind DN should be the DN given to you by the AKO

Bind Password will also be given to you by the AKO

Click “Save Changes”

That is all that must be done to connect to the AKO Directory Server.

2.8 Connect Using Internet Information Server (IIS)

IIS cannot be configured to authenticate against the AKO Directory Server.  Instead, a form-based authentication must be written.  

· Create an HTML Login page that accepts a username / password

· Write a server-side script to authenticate the user against the AKO Directory Server

The following Visual Basic code segment will perform the connection to the AKO Directory Server and authenticate the user. 

This code can be placed into an ASP script or a Visual Basic IIS Application

'==========================================================

'FUNCTION TO PERFORM VALIDATION OF USERNAME & PASSWORD 

Public Function Check(sUserName, sPassWord, adminFlag)

On Error Resume Next

'SETUP CONNECTION TO AKOLDAP

dim akoServer, dnUserName, oLDAP

akoServer = "LDAP://akoldap.us.army.mil:389/"

dnUserName = "cn=" & sUserName & ",ou=People,ou=Army,ou=DoD,o=U.S. Government,c=US"

Set oLDAP = GetObject("LDAP:")

'VALIDATE USERNAME AND PASSWORD

dim oContainer

Set oContainer = oLDAP.OpenDSObject(akoServer & dnUserName, dnUserName, sPassWord, 0)

If Err.Number <> 0 Then

 'EXIT WITH ERROR CODE U2 - INCORRECT USERNAME & PASSWORD    

   Set oContainer = Nothing

  Set oLDAP = Nothing

  Check = "U2"

  exit function

End If

'GET SSN USING ADMIN ACCOUNT

dim SUPERBROKER, SUPERBROKERPWD

‘VALUE OF ADMINISTRATOR USERNAME OBTAINED FROM AKO

SUPERBROKER = "xxx"

'VALUE OF ADMINISTRATOR PASSWORD OBTAINED FROM AKO




SUPERBROKERPWD = "xxx"





dim dnAdmin, akoSsn, akoEmail

dnAdmin = "cn=" & SUPERBROKER & ",ou=People,ou=Army,ou=DoD,o=U.S. Government,c=US"

Set oContainer = oLDAP.OpenDSObject(akoServer & dnUserName, dnAdmin, SUPERBROKERPWD, 0)

If Err.Number <> 0 Then

 'EXIT WITH ERROR CODE S1 - INCORRECT ADMIN USERNAME & PASSWORD

  Set oContainer = Nothing

  Set oLDAP = Nothing

  Check = "S1"

  Exit Function

End If

'GET SSN AND EMAIL ADDRESS FROM AKOLDAP

akoEmail = oContainer.Get("mail")

'IF HAVE SITE SERVER MEMBERSHIP DIRECTORY SETUP, THEN AUTHENTICATE 'AGAINST THE MEMBERSHIP DIRECTORY

'OR FOLLOW APPLICATION PROCESS & CHECK IF SSN IS IN USER TABLE OF 'DATABASE etc.

'Add response for successful authentication here

End Function

The Check function will authenticate against the AKO Directory. As listed, it will return “U2” for an incorrect username / password and “S1” if the admin password is wrong.

2.9 Connect Using Lotus Domino

The following are steps to guide you on connecting/authenticating to the AKO Directory Server located at akoldap.us.army.mil:

· Test LDAP connectivity using LDAPsearch to the ako directory.

· Create a database using the Directory Assistance database template.

· Choose Add Directory Template
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· On the Basics tab, the Domain Type should have ‘LDAP’ selected.

· Enter the Domain Name and Company Name. The Search Order can be left blank. If you have more than one directory, you can choose the order that the directories are searched using this field.
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· On the Rules tab, choose ‘Yes’ for Trusted for Credentials
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For the LDAP tab:

· In the Optional Authentication Credentials fields, enter the serverid and password for connection to the AKOLDAP server.

· enter the host server name that holds the LDAP directory (i.e. Akoldap.us.army.mil) or use the IP address.

· For the Base DN Search, enter ou=people,ou=army,ou=dod,o=u.s. government,c=us

· Perform LDAP search for notes clients/web authentication and LDAP clients

· Choose none for Channel Encryption

· Port should be 636 or 389

	Port
	Service
	Comments

	389
	LDAP
	Provides all LDAP services. Preferred use:

· User authentication

· Lookup of unrestricted fields

This Port will be closed after 30 April 2001.

	636
	Secure LDAP
	Provides all LDAP services. Preferred use:

· User authentication

· Lookup of unrestricted fields

· Lookup of restricted fields


· Keep the defaults for the rest.
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· Save and close database.

· Next, open the Sever document and go to the Basics tab. Enter the Directory Assistant database name that was just created. 

· On the Security tab, the Web Server Authentication should have “Fewer name variations with higher security”.

· Save the document.

· Edit the notes.ini file to launch the LDAP task when the server starts.

· Restart the server so that the changes will take effect.

Connect Using SilverStream 4.7

The following are steps to guide you on connecting/authenticating to the AKO Directory Server located at akoldap.us.army.mil:

Note: These steps assume general knowledge and understanding of SilverStream server administration.

The first step to add directory authentication through AKO is to add and configure the security provider access. 
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To set up LDAP security: 

1. Invoke the SMC.

2. Select Security options.

3. Select the Security Providers panel. 
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4. The provider list is shown. Click Add. 

A wizard appears.

5. Select LDAP and click Next. 

The following dialog displays. Use this dialog to specify the server and the login attribute and user name/password.

	Item
	Description

	Server 
	The name of the LDAP server. Enter akoldap.us.army.mil 

	User Login Attribute 
	If you specify an attribute as the value of this property, it defines the LDAP attribute that can be used to uniquely identify a user. Enter cn

	User Name and Password 
	If appropriate, enter a user name and password to allow the SilverStream server access to LDAP information. The SilverStream server will use these system login credentials anytime the SilverStream server needs to access generic LDAP server information. These account values are required since AKO does not allow anonymous access. Please contact the AKO Helpdesk for assistance in obtaining this information if you don’t have a username/password.


6. Click Next. 

The following dialog displays. 
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Use this dialog to specify groups on the LDAP server. 

	Item
	Description

	Group Location 
	(Required) A distinguished name that identifies the level in the hierarchy where you want to start specifying group entries. Enter ou=group, ou=Army, ou=DoD, o=u.s. government



	Group Filter 
	(Required) The LDAP search filter is used to determine what constitutes a group for this LDAP server. Enter   (objectclass=organizationalunit)  



	Group Description Attribute 
	(Optional) An attribute used to identify a group description in SilverStream. The name you enter is the LDAP attribute to which you want to map the description. For example: 

  ako


	Group Additional Attributes 
	Select All if you want all of the specified LDAP group attributes to be listed in SilverStream. Select None if you want no additional attributes to appear. 

The specified attributes will be displayed in a tab when you select a group in the Users & Groups panel and open the Property Inspector. 

	Group/Users Attribute 
	(Required) An attribute used to display all members (users) of a group in SilverStream. The name you enter is the LDAP group attribute that lists users. Enter cn



7. Click Next when you have finished specifying groups. 

The next panel asks you to specify users on the LDAP server. 
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8. Specify users as follows: 

	Item
	Description

	User Location 
	(Required) A distinguished name that identifies the point in the hierarchy where you want to start specifying users. Enter ou=people, ou=Army, ou=DoD, o=u.s. government 

	User Filter 
	(Required) The LDAP search filter is used to determine what constitutes a user for this LDAP server. Enter (objectclass=people)
  

	User Description Attribute 
	(Optional) An attribute used to identify a user description in SilverStream. The name you enter is the LDAP attribute to which you want to map the description. For example: 

  title

	Additional Attributes 
	Select All if you want all of the specified LDAP user attributes to be listed in SilverStream. Select None if you want no additional attributes to appear. 

The specified attributes will be displayed in a tab when you select a user in the Users & Groups panel and open the Property Inspector. 

	Full Name 
	(Required) Specifies the full name attribute, if available. Enter 

  cn


9. Click Finish. 

The SMC displays the settings under the LDAP directory. You can access the new settings anytime by selecting Users& Groups in the Security options in the SMC. 

The following steps will set up an“alias” for the users’ distinguish name (DN). The users will only have to enter their common name as their login name instead of their full DN.
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To override the defaults for login name components: 

1. Invoke the SMC.

2. Select Security options.

3. Select the Server Security panel.

4. Specify the default realm and the default authority. 

	Field
	Description

	Default Security Realm 
	Defines the security realm for any login name that does not explicitly define a realm. Choose LDAP from the drop down list.

	Default Security Authority 
	Choose the server name that was created earlier.     

(eg. Akoldap.us.army.mil) 


5. A full login name can always be specified, in which case the defaults are ignored.

Connect Using Apache 1.3.14

The directions listed below will guide you on connecting/authenticating to the AKO Directory Server located at akoldap.us.army.mil.

The following components and libraries are required to implement LDAP based authentication in Apache:

· OpenLDAP version 1.2.11 libraries from http://www.openldap.org/ , or Netscape Directory C SDK libraries from http://www.mozilla.org/directory
· Apache LDAP authentication module, mod_auth_ldap version 1.5, authored by Muhammad A. Muquit, and referenced on http://modules.apache.org/ 

Apache’s core set of modules does not include an LDAP based authentication capability, therefore it is necessary to acquire a third party module and compile/link it with Apache.  There are more than 5 modules available on the Apache Modules server (http://modules.apache.org/), however the particular module that is recommended above, was based upon its relative currency and the positive feedback from members within the Apache developer’s community. 

There are two options to choose from when installing the mod_auth_ldap module within Apache:  static compilation, or linked as a dynamically static object (DSO).  Specific directions applying to each option are present within the module’s installation files.

Acquire the archive files containing the mod_auth_ldap module and the OpenLDAP libraries from their respective web sites (note:  Netscape Directory C SDK libraries can be substituted in place of the OpenLDAP libraries).  Follow the directions contained within each archive file and install/compile them within the operating system.  After this process is completed; static or dynamic libraries will be created that will allow the installation of mod_auth_ldap into the Apache environment.

Apache installation directions for the mod_auth_ldap module are dependent upon a static or dynamic library; follow the specific directions for the type of environment Apache was compiled to.

After Apache successfully recognizes mod_auth_ldap, configure your httpd.conf or .htaccess files according to the directive template below:

<Directory />

AuthType Basic

LDAP_Server akoldap.us.army.mil

LDAP_Port 389

BASE_DN “ou=people,ou=army,ou=dod,o=u.s. government,c=us”

UID_Attr cn

</Directory>

NOTE: in the future, per Army policy, the AKO Directory Server will be using SSL exclusively.  At that time, the LDAP_Port must be reset to 636 and the SSL version of the Netscape Directory C SDK libraries must be used in compiling mod_auth_ldap.
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